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Security

Today: strong
security
mechanisms: -
crypto, protocols,... .

Still a problem: Security requirements.
« Hard to get right.

e How to transform into secure systems (out
of (in)secure components) ?
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Security Requirements §

Security is holistic property:
* Attackers often circumvent
(not: break) mechanisms.

* Rely on system context.

»Those who think that their problem can be
solved by simply applying cryptography don't
understand cryptography and don’t
understand their problem*

(B. Lampson / R. Needham).
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Analyze Artefacts for Security

To practically enforce security requirements:

Extract models from artefacts in industrial
development and use of systems and
check against security requirements:

* UML models

* source code

« configuration data

Tool-supported, theoretically sound,

efficient automated security analysis.
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Model-based Security

\Weave in security into
UMLsec models.

Analyze existing models Requwements
against requirements. /eave in I Analyze

Generate code (or Models
tests) from models. Code/ odelgen./
Generate models from  Testgen. Reverse E.
evolving or legacy Code
code.
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[McGraw 2003]

T UMLsec

Design: Encapsulate prudent security engineering rules.
Analysis: Formally based, automated, efficient tools.
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UMLsec: How

Example Threat Scenario

Insert recurring security
requirements, adversary
scenarios, security mecha-
nisms as predefined markers.

Use associated logical constraints to verify
specifications using automatic theorem
provers based on formal semantics.

Ensures that UML specification enforces the
relevant security requirements.

m(x) | M) ‘
[arg b1l X]
return({y::x},) return({z})
i Attacker may ...

+ control system parts,
know data in advance,
intercept messages,
delete messages,

Adversary |k, y, X
knowledge: | {z}, z
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inject messages.
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Security Analysis in First-order Logic

First-order Logic: Basic Rules

Approximate adversary knowledge set
from above:

Predicate knows(E) meaning that the
adversary may get to know E during the
execution of the protocol.

For any secret s, check whether can
derive knows(s) using automatic

Define knows(E) for any E initially known to
adversary.
Define cryptosystem. E.qg.:
For evolving adversary knowledge define
" Ey,E,.(knows(E,) Uknows(E,)
knows({E,}g,) U )
knows(Decg,(E,)) U

theorem prover. o)
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Example: TLS Variant
Example:
Presented at Translation
IEEE Infocom to Logic
1999
Goal: send

secret protected
by session key
using fewer
server
resources.
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knows(N) knows(K;) knows(Sign,..(C::K.))
init,,init, init,. [knows(init,)  knows(init,)
knows(init,)  snd(Ext,(inity)) = init,
knows({Sign,..(..-)} ) [knows(Sign...)]
respyresp,. [ ..]]




Translation to First Order Logic

Protocol interaction
TR1=(in(msg_in),cond(msg_in),out(msg_out))
followed by TR2 gives predicate
PRED(TR1)=
msg_in. [knows(msg_in) cond(msg_in)
knows(msg_out)
PRED(TR2)]

Tool Support

Jan Jiirjens, TU Munich: Model-based Security Engineering 13

Jan Jiirjens, TU Munich: Model-based Security Engineering 14

Analysis

Man-in-the-Middle Attack

Check whether can
derive knows(s) e.g.
using e-SETHEO.

Surprise: Yes'!
Protocol does not
preserve secrecy of s.
Why ? Use prolog-

based attack
generator.
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The Fix

Why Prove knows(s), not secret(s) ?

——

e-Setheo: Proof that knows(s) not derivable.

Note completeness of FOL (but also
undecidability). - -

To prove secret(s), would need to specify
inequalities explicitly to avoid unrealistic
confusion.

Problem: completeness and consistency.

Alternative: try to prove knows(s).

Proof then gives existence of attack in all
models, in particular confusion-free one.

Problem: Refutation counter-example may
again have confusion !
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Confusion-free Counterexample Problem

Refinement Problem

Result: established conditions on axioms and
conjecture such that counterexample can be
constructed to be confusion-free.

Necessary for FOL-based crypto verification but
so far unexamined.

Proof (using logical model-theory): can
construct all models from confusion-free ones
while preserving the threat conjecture.

[In variety, all models quotients of free ones —
can generalize.]

Need to refine security properties so protocol
is still secure in system context.

Common formalizations of security
properties not preserved by refinement.

Bad: re-verify after each refinement.
Code is refinement of spec !

Theorem [FME'01]: Our notion of refinement
preserves security
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Layered Security Protocols

Security Analysis: Model or Code ?

Protocol on top uses security below.
client authenticity

confidentiality, integrity, server authenticity

- — ?

confidentiality, ... + client authenticity

Security properties additive ?
Theorem [SAFECOMP’03]: Give conditions.
Related: Composability [CONCUR’'01]

Model:

+ earlier (less work may have to be redone)
+ more abstract  more efficient

- more abstract may miss attacks

- code construction not completely automatic
- code generators not formally verified

Code:

+ ,the real thing“ (which is executed)

Do both: verify code against interface spec.
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Interface Or

specification:
Jessie
p

0,

g

I) Identify program points values (r), receive (p),
guard (g), send (q)

II) Check guards enforced: a) run-time check,
b) test against it c) local verification

Tool Support
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Applications

Biometric Authentication System ‘S

Analyzed designs / implementations /
configurations for

e biometry, smart-card or RFID
based identification

« authentication (crypto protocols) CEPS”

* authorization (user permissions, ~ BMW Group
e.g. SAP systems)
Analyzed security policies, e.g. for
privacy regulations.
2

In development by company in joint
project. .

Store bio-reference template on smart-car

Analyze given UML spec.

Discovered three major attacks against
subsequently improved versions (misuse
counter circumvented by dropping / replaying
messages, smart-card insufficiently
authenticated by recombing sessions).

-
d.
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Common Electronic Purse Specifications

Symbolic Representation OK ?

Global elec. purse standard (Visa, 90% market).

Smart card contains account balance, performs
crypto operations securing each transaction.

Formal analysis of load and purchase protocols:
three significant weaknesses: purchase
redirection, fraud bank vs. load device owner.

Theorem [AROO, AJO1]. For symm. encryption,
passive adversary: Let P be specification that
does note generate encryption cycles and P a
secure and confusion-free encryption scheme.
If s symbolically secret in P, then also
complexity-theoretically secret.

Subtleties: Encryption cycles, detection of
repetitions, message length, which key used,
decrypted with correct key ?

Strongly continuing research field.
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The Bigger Picture

Planned research

[907]

Security Requirements Elicitation.

Aspect composition

Automated verification of models & code
against security requirements: Scalability
by modular verification. Combine different
automated tools (model-checking, theorem
proving, constraint solving,...).

Applications: Security reference architecture
e.g. for mobile or ubiquitous systems.

Jan Jiirjens, TU Munich: Model-based Security Engineering 29

Jan Jiirjens, TU Munich: Model-based Security Engineering 30




Acknowledgements

IT Security @ Software & Systems
Engineering, TUM: Guido Wimmel, .
Gerhard Popp, Johannes Griinbauer, Quest|0ns ’?
Jorge Fox, Bo Zhang, Thomas Kuhn,

Daniel Ratiu. http://www4.in.tum.de/research/security
Alumni: Sebastian H6hn (U Freiburg), Pasha Shabalin (TUM),
Gianna loshpe (TUM/BMW), Bastian Best (TUM/BMW), Ali

Sunyaev (TUM), Peter Bartmann (U Augsburg), ...

Collaborators: Martin Abadi (UCSC), Ruth Breu (U Innsbruck),
Robert France et al. (CSU), Siv Houmb (NTNU), Volkmar Lotz jueriens@in.tum.de
(SAP Research), Bran Selic (IBM-Rational), ...

U
9 KoSiBea  onTatio Centrisw ExcaLLiN

Jan Jiirjens, TU Munich: Model-based Security Engineering 31 Jan Jirjens, TU Munich: Model-based Security Engineering 32

http://www4.in.tum.de/~juerjens




