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Secure IT-Systems

Today IT-systems pervade almost all aspects of human life. At the same
time, IT-systems become more open and therefore more vulnerable.

A lot of successful academic research has been done on foundations for
secure systems. Some milestones:

ASaltzer, Schroeder: Protection of Information in Computer Systems, 1975
AGasser: Building a Secure Computer System, 1988
ABurrows, Abadi, Needham: A Logic for authentication, 1989

AGasser, Goldstein, Kaufman, Lampson: The Digital Distributed System
Security Architecture, 1989

ARoss Anderson: Security Engineering, 2001

Unf ortunatel vy, despite this success:s
do not satisfy the increasing expectations on their security requirements - ...
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How to Develop Secure
IT-Systems ?

... part of the problem is that:

1. Modern software engineering
approaches in practice (which can :
manage todayo0os co0mg
usually do not consider security.

2. Traditional, practical approaches for security assurance do not
provide a holistic, integrated assurance which would scale to the
complexity modern systems in a reliable way.

To address this problem, 10 years ago a new line of research was
started trying to bridge this gap by tailoring a modern software
engineering approach (model-based development with UML) to
the case of security-critical systems.
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Model-based Security: Some Milestones

2001: UMLsec: UML profile for security modelling (Jtrjens)
Model-based security testing with AutoFocus (Wimmel, Jirjens)
2002: Secure UML: Modelling RBAC with UML (Basin et al.)
Hypermedia security modeling with Ariadne (Aedo, Diaz et al.)
Aspect-oriented Security Modelling (France et al.)
Model-based IT security risk assessment (Stglen et al.)
Interactive theorem proving of UML models for security (Haneberg, Reif et al.)
2003: Formal verification for UML models of access control (Koch, Parisi-Presicce)
2004: Automated verification tools for UMLsec (Shabalin et al.)
Actor-centric modeling of user rights with UML (Breu et al.)
Extending OCL for secure database development (Fernandez-Medina et al.)
2005: First book on model-based security published (in English)
2007: Security monitors for UML policy models (Massacci et al.)
2008: Executable misuse cases for security concerns (Whittle et al.)
2009: Model-based security vs performance evaluation (Woodside et al.)
First book on model-based security in Chinese
2010: From requirements to UMLsec models (Houmb et al.; Islam et al.; Mouratidis et al.)
Security monitoring for UMLsec models (Bauer et al.; Pironti et al.)
e -basebll sedueity monitor generation for embedded systems (Schirr et al.)
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Model-based Security: Some Tools

UMLsec Tool Framework (http://umisec.de):

» Automated formal verification (model-checker, automated
theorem prover) [Shabalin et al. 2004, 2005; Schreck et al. 2008]

» Code generation [Montrieux et al. 2010]

Secure UML (http://mww.bm1software.com/eos)

» Currently no specific, openly available tool, but the OCL checker
EOS can be used to check OCL annotations from SecureUML

CORAS (http://coras.sourceforge.net)
» Language editor for the CORAS notation

SECTET (http://ge-informatik.uibk.ac.at)
» Tool for configuring Security-as-a-Service architecture
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Model-based Security: Industrial Usage
(some (published) examples)

2003: Internet bank architecture at HypoVereinsbank
(Grunbauer et al.)

2005: Instant communication system (Apvrille et al.)

2007: Intranet information system at BMW (Best et al.)

2008: German Health Card architecture (Rumm et al.)

2008: Mobile security policies at O2 Germany (Bartmann et al.)
2009: Biometric authentication system (Lloyd et al.)
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