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/* node */

AtoB:TMessage

/* critical public  */

BtoA:TMessage

/* critical public */
log:TMessage
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A BIntruder

AtoI:TMessage

ItoA:TMessage

ItoB:TMessage

BtoI:TMessage
log:TMessage
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LSAM

/* node */

Card

/* node */

Issuer

/* node */

cLog:TMessage

lLog:TMessage

iLog:TMessage

LtoC:TMessage

/* critical public */

CtoL:TMessage

/* critical public */

LtoI:TMessage

/* critical public */

ItoL:TMessage

/* critical public */

initLSAM:Int
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îoO'YpE���èQRiépE»IoSýI+ïré íZEÄ^5GZR+épRFô�épíZO/EÄ^ ^ DZO'Y�^ O'SFGF^�R  ÷:ù b���é IúépíZO ��çJ÷  ô1EHSFGJEÄè'R+é EHSZì�íZEH^�GZOQè�EÄ^ E»IoS
épI
R+PHP»Iió é íZO/PHIoRoGýépYpRTSF^pRié EHITS ñ �aíFO ��çJ÷  ï¥ITYpó{RTYpGZ^ b��úépI�é íZO7èQR+Y3G �p/w8�D&S*i 9�NLOQ^p^ RTìTO ��ôÂó�íZEHè3í
îoO'YpE��FOm^5E»éQô�RTGi[]DF^]é3^5épíZO�ð�R+PÄR+SFè'O�R+S�GþY OQëZPHE»Om^5ó�E»é í�R  ÷:ù b��Jñ�b��
EH^�ï¥ITYpó{RTYpGZOQG�é Iýé íZO�EH^p^ DZO'Y
EHSJï¥ITYpNLE»SFì�íZEHN"RTð�IoDJé$épíZOLY Om^yDFP�éÑI+ïré íZO(é Y3R+SF^pRTè�é EHITS1ñÂ÷{éÑé íZOLOQSFGýITïrR�é Y3R+SF^pRTè�é EHITS1ôÂR+PHP&ëFR+Y é EHOQ^
ó�YpE�épO�OQSoépY EHOQ^:é I�é íFO'EHY$PHITì �FP»Om^$RTSFG
^yé Ioë
E»Sýé íZO ��1CA�S�b-N�F�F(^]é3Rié Ooô�YpOQ^ ë1ñ�E»S
é íZO ��1CA�S���A)i EF^]é3RiépO�E»ï
RTSúOQY YpITY{óaRT^�GJO'é OQè�é OmGXñ

Init

RespI

/* critical */

LoadAtt

/* critical */

WaitRespI

LoadFail

/* critical */

LoadSucc

/* critical */

Inquiry

(verifyMac(KCI,s2,S2Dat(tr_bal,st_s1,Hash(HlDat(rl)))) && not((rl == EmptyKey))):fromL?Credit(s2,rl)::st_s2 = s2

/* critical */

:fromL?Init(m)::st_s1 = Mac(KCI,S1Dat(tr_bal,m)); st_m = m

/* critical */

::toL!RespI(tr_bal,st_s1,Hash(HlDat(RC_CARD))):

/* critical */

((rl == EmptyKey) || not(verifyMac(KCI,s2,S2Dat(tr_bal,st_s1,Hash(HlDat(rl)))))):fromL?Credit(s2,rl):
toL!RespC(Mac(KCI,S3Dat(tr_bal,0)),RC_CARD); cLog!CLog(0,tr_bal,s2):

/* critical */

::toL!RespC(Mac(KCI,S3Dat(tr_bal,0)),RC_CARD); cLog!CLog(0,tr_bal,st_s2):

/* critical */

::toL!RespC(Mac(KCI,S3Dat(tr_bal,st_m)),EmptyKey); cLog!CLog(st_m,tr_bal,st_s2):tr_bal = (tr_bal + st_m)

/* critical */

:fromL?InquireCardInfo::

::toL!CardInfo(tr_bal):
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Card LSAM Issuer Intruder

initLSAM0!1

toC!cInit(1)

dropI0!cPresent

outmainCardfromL!cInit(10)

toL!cRespI(0, cMac(cKCI, cS1Dat(0, 10)), cHash(cHlDat(cRC_CARD)))

outmainLSAMfromC!cRespI(0, cMac(cKCI, cS1Dat(0, 10)), cHash(cHlDat(cRC_CARD)))

toI!cLoad(0, 1, cMac(cKCI, cS1Dat(0, 10)), cEnc(cKLI, cKey(cR_1)), cMac(cR_1, cMlDat(1, cMac(cKCI, cS1Dat(0, 10)),
cHash(cHlDat(cR_LSAM)), cHash(cHlDat(cR2_LSAM)))), cHash(cHlDat(cR_LSAM)), cHash(cHlDat(cR2_LSAM)))

outmainCardfromL!cCredit(cMac(cKCI, cS2Dat(0, cMac(cKCI, cS1Dat(0, 10)), cEmpty)), cR_LSAM)

toL!cRespC(cMac(cKCI, cS3Dat(0, 10)), cEmptyKey)

cLog0!cCLog(10, 0, cMac(cKCI, cS2Dat(0, cMac(cKCI, cS1Dat(0, 10)), cEmpty)))

outmainLSAMfromC!cRespC(cMac(cKCI, cS3Dat(0, 10)), cEmptyKey)
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