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Why Analysis of Security Permissions?

Com puter Crime: Where Attackers come from
* 99% detected breaches
e 223 firms loose 90

$ 455,848,000

* 50% inside attacks

| |Inside
B Outside

Automated Analysis

* Manual review of
permissions impossible

* Huge amount of data

* Attacks from reviewer ?
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Background: Model-based Security Engineering

Requirements ldea: Extract mgdels
from artefacts In
yeave 1' Analyze development and
In against

use of software.
(UML) Models % i
Code-/ Generate/ . _
Testgen. Verify Configurations | @& =

Source Code

=» Long-term goal: Tool-supported, theoretically sound,
efficient automated security design & analysis.



Java Security with Guarded Objects

dCCEe 5500

1. request for access

3. Return of reference

2. permission checking

secured object



Delegation using Certificates

GuardedObject manages certificates
— Passed as parameter to getObject() method
— Secured by asymmetric key

Per-method permission check by returning wrapper
ODJECS 1 qino 1

call of method 1

method 3

call of method 3
caller 2

call of method 2 call of method 4

method 2 method4

wrapper 1 wrapper 2



Problem: Complexity

Granting of permission depends on execution context.
Access control decisions may rely on multiple threads.
A thread may involve several protection domains.

Have method doPrivileged() overriding execution
context.

Guarded objects defer access control to run-time.
Authentication in presence of adversaries can be subtle.
Indirect granting of access with capabilities (keys).

- Difficult to see which objects are granted permission.
= use UMLsec
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Static Checking

(f

Jessie — using RSA & Server authentication

:

create(s) ClientHello(R .}

ServerHello(R )

Certificate(sign,  (E1Kg)

ClientKeyExchange(enc, (pms))
[[equaldfstiext, (e, =]

Finished(symenc, (md5,.), symenc, (sha,.))

knows (ArgC_3)
fequal (fest (ArgC 3), type serverkeyexHchangs))

& (equal (snd(ext (snd (snd{ArgC _3)), k _cal), skey])
& (equal (znd(ext (snd (ArgC 21, k cal),

creatd

N —

e
i (knows (ArgC 4 1)
& equal (ArgC 4 1, type serverhellodone))
=>(

FOL

fst (snd (ArgC _3))))

{ { trus & equal (ClientKeyExchange, enc(premasterkey, skey))
Finished(symene,, (mds,),symenc, (sha,)) [SZ::ZZ:EZE
[symdecy (md5,") = mdS . A
symdec, (sha, = sha,] HandshakeD one
L - Conjecturse —-
R, = args,, R i=arge,
Comaios, prs = dec, - (rgeay)
e i‘;j;fi‘;fgif”m) input formula({attack, conjecture, |
o ST knows (mastersecret] 1.
ATP
— M
analvzing results
model found/total failure
time limit information: 1% total / 18 strategy
(leaving wrapper).
task myUML PID1421 on atbroyl has status SUCCESS
(model found by strategy 300) consuming 1 seconds
deleting temporary files.
=—3ETHED done. exiting
® | 7
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Tool Support

[FASEO05,ICSE06,ASEQ7,
STTTO7,ICSE0S]

Java editor |- { data flow
‘ umifdutor —5 /;:\ <— Juses”  Configuration
Code analysis:
Java ||UMLsec ;wthrt’- Text | | Attack
code || model Toats || |REPOIt| | Trace * user
€T a1 permissions,
EAsser‘tionITest Analyzer ° f|rewa”
— Generator 4} o
s it rules/policies
Local Automated Attack
Control ' Eode Theorem
Flow g B s Prover generator
Graph | 4> %
P
Security 1| FOL | | Protog Open-source
P Analyzer fmla > prog.
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Exposing Commands

collect
parameters
call call F k call
Initialise getCommands ramewor executeCommand
Tool can creat\ system
the command list change

®
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Demo

i Yiki UML{sec) verifier : ;IQIEI

File Tool “Windaw

tkiijﬁ _:J:ﬁttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttt;:]
) e ik * Class Initiator
t _T“ava Httttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttt'
T Pi”:f';hcj"'ect o #define SID Initiator Initial State 1 O
) Ohject: Alice #define 3ID Initiator Final &tate 1 1
| Class: Respander gdefine SID Initiator atate 3 2
=4 Class: Intistor #define 3ID Initiator 3tate =2 3 —
| Operations #define SID Initiator State 1 4

| Attributes
| AzsociationEnds roctype ClassInitiator (TYPE DATAVAL rv thisId; chan rw channelln: cl

;I =tateMachine: Ini

=4 Irtrucker /% internal promela wariahles */

# type: Insicer __| |TTPE_STATEID rv_currentatateld = 3ID Initiator Initial Atate 1:

# capabilties: Read, W | [TYPE EVENT rv currentEvent: hd
4 | | 1] b

Dynamicierifier | StaticCheck | Mdrvieseer | Activity | Sequence | Statechart | Subsystemn

-

Loading model from file: Basicinoopiyvmmetric.zargo jl

Srress

Ready




Some Applications

T --Systems- =
Analyzed designs / implementations / Allianz @)
configurations e.g. for

* Biometry- or smart-card- Deutsche Bank
based identification HYPDVETEW

* authentication (crypto protocols)

* authorization (user permissions, CEPS”

e.g. SAP systems)
Analyzed security policies, e.g. for
privacy regulations.
B | sosnisnn B | e
| O,

und Farschung und Technologie

BMW Group

Minchener Ruck
= [unich Re Group
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Related Projects

PhD project on Verifying Implementations of Crypto-
Protocols in C (MSR Cambridge / A. Gordon)

RoySoc JIP with TU Munich on Formal Model-based
Analysis of Cryptoprotocol Implementations

RoySoc JIP with NIl (Tokyo) on Security Requirements
vs Design

PhD project on IT security risk assessment with Munich
Re

PhD project on Adaptive Security for Ambient
Technology

PhD project on fuzzy reasoning for IT security risks
PhD project on model-based development for avionics
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Questions ?

More information
(papers, slides, tool
efc. )
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