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Why Analysis of Security Permissions?

Computer Crime: 
• 99% detected breaches
• 223 firms loose 

$ 455,848,000
• 50% inside attacks
Automated Analysis
• Manual review of 

permissions impossible
• Huge amount of data
• Attacks from reviewer ?
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 Long-term goal: Tool-supported, theoretically sound, 
efficient automated security design & analysis.

Idea: Extract models 
from artefacts in 
development and 
use of software. 

Background: Model-based Security Engineering
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Java Security with Guarded Objects
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Delegation using Certificates
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• GuardedObject manages certificates
– Passed as parameter to getObject() method

– Secured by asymmetric key

• Per-method permission check by returning wrapper 
objects
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Problem: Complexity
• Granting of permission depends on execution context. 
• Access control decisions may rely on multiple threads.

• A thread may involve several protection domains.

• Have method doPrivileged() overriding execution 
context.

• Guarded objects defer access control to run-time.

• Authentication in presence of adversaries can be subtle.

• Indirect granting of access with capabilities (keys). 

  Difficult to see which objects are granted permission.

  use UMLsec



⇒
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FOL

ATP

Static Checking
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Configuration
analysis: 
• user
permissions,
• firewall
rules/policies

[FASE05,ICSE06,ASE07,
STTT07,ICSE08]

Open-source

Tool Support
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Exposing Commands

call
getCommands

collect
parameters

call
executeCommand

system
change

Frameworkcall
Initialise

Tool can create
the command list
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Demo
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Some Applications

Analyzed designs / implementations / 
configurations e.g. for

• Biometry- or smart-card- 
based identification

• authentication (crypto protocols)
• authorization (user permissions, 

e.g. SAP systems)
Analyzed security policies, e.g. for 

privacy regulations.
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Related Projects

• PhD project on Verifying Implementations of Crypto-
Protocols in C (MSR Cambridge / A. Gordon)

• RoySoc JIP with TU Munich on Formal Model-based 
Analysis of Cryptoprotocol Implementations

• RoySoc JIP with NII (Tokyo) on Security Requirements 
vs Design

• PhD project on IT security risk assessment with Munich 
Re

• PhD project on Adaptive Security for Ambient 
Technology

• PhD project on fuzzy reasoning for IT security risks
• PhD project on model-based development for avionics
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Questions ?
More information 

(papers, slides, tool 
etc.): 

http://www.jurjens.de/jan


